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1. Executive Summary 
This report presents the Basis of Design for the new SCADA (Supervisory Control and Data 
Acquisition System) for the Wayne County Downriver Wastewater Treatment Facility (DWTF).  
The SCADA system is the computerized wastewater process control and monitoring system that 
will enable Wayne County Department of Environment (WCDOE) staff to remotely monitor 
treatment processes, perform process control actions, react to alarm notifications, and use 
collected process data for reporting and analysis.  The SCADA system will also provide an 
enhanced level of automation to enable better treatment performance with less operator 
interaction. 

Under Phase 1 of the WCDOE SCADA Improvements Project, Westin Engineering of Michigan, 
the SCADA Consultant, has examined all existing control panels within the DWTF, performed 
an inventory of the SCADA equipment and panels, assessed the condition of the SCADA 
equipment and software, and produced an analysis report covering SCADA implementation 
alternatives.  These activities involved meetings, workshops, and site visits with WCDOE staff 
as well as significant research of existing WCDOE instrumentation and control documentation.  
Project goals and objectives have been formulated to guide the design and implementation.  
Under Phase 2 Westin will produce a design for a competitively bid procurement and installation 
contract, and will perform construction oversight, system programming, report development, 
applications training, and other related activities. 

As a result of the Phase 1 work to date, the Basis of Design has been developed covering the 
following major SCADA design topics: 

1. Process Data Network 

The network design will establish a redundant, fiber-optic-based Ethernet network, 
utilizing to the greatest extent possible the existing fiber-optic cables.  Redundancy of 
communication paths will provide greater immunity to loss of communications between 
the control locations and any portion of the DWTF than exists in the currently installed 
system. 

2. SCADA Control Processors (Programmable Logic Controllers) 

Many of the aging, existing programmable logic controllers (PLCs) that execute the 
field-level process control logic and data acquisition will be specified and replaced.  A 
competitive proposal process will be pursued with two vendors of PLCs and Human-
Machine Interface (HMI) software for a five-year price agreement for products and 
services. 

3. Human-Machine Interface Software and Computers 

In conjunction with the PLC procurement agreement mentioned above, full-featured 
software products will be specified to provide operators, managers, and technical staff 
with the display-based process interface needed to perform their functions. 
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4. Security 

Multi-level security measures will protect the SCADA system from physical and 
software intrusion and illicit access. 

5. Power Supply 

Uninterruptible power supplies will be specified for all SCADA processors, HMI 
workstations, and communication equipment to provide steady, conditioned power 
through most power failures and disruptions. 

6. Panels 

Most existing SCADA system panels in the DWTF are in good condition and will be 
reused as they are.  Two panels need to be relocated for better protection from 
environmental damage.  New panels will be added as needed for system expansion.  
Panels will be cleared of unneeded devices and wiring. 

7. Instrumentation 

During the design phase, through workshops with WCDOE staff, sensors and other 
instruments will be examined in conjunction with development of control strategies.  
Instrument needs will be identified and existing instruments will be specified for 
replacement, recalibration, or removal. 

8. Training 

Training specifications will require the SCADA vendor to provide, through the 
installation contract, product-specific hardware and software training at their facility in 
the Greater Detroit area. 

 

Section 5 of this document provides a projected Project Schedule showing completion of the 
90% design in March 2008, corresponding to the schedule for review by the State in 
conjunction with the State Revolving Fund process.  Section 6 contains summarized cost 
tables based on the cost analyses in the SCADA Alternatives Analysis Report (Appendix B). 

Appendices are provided as follows:  

Appendix A – A list of the SCADA equipment locations surveyed within the DWTF 

Appendix B – The SCADA Alternatives Analysis Report showing detailed technical and cost 
analysis data 

Appendix C – A summary of the major alternatives discussed following submittal of the draft 
Alternatives Analysis Report, and decisions made that guided the basis of 
Design development. 
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2. Project Summary 
The Wayne County Wastewater SCADA (Supervisory Control and Data Acquisition) system 
will ultimately tie process monitoring and control of all wastewater-related facilities into a 
single, unified network of communications, data collection, process alarm notification, and 
process control.  The first part of the system development falls under the current contract, Wayne 
County’s project No. 37-05-115, providing professional services for design, construction 
administration, implementation, and extended support of the Downriver Wastewater Treatment 
Facility portion of the SCADA system.  The Wayne County Department of Environment has 
undertaken this SCADA Improvements Project to upgrade and expand the existing SCADA 
system at the Downriver Wastewater Treatment Facility (DWTF), and to establish standards and 
design guidelines for expansion of the SCADA system under future projects. 

The DWTF currently has a network of approximately 20 Allen-Bradley® (A-B) Programmable 
Logic Controllers (PLCs) throughout the facility, with operator workstations referred to as 
Operator Interface Terminals (OITs) at the Administration Building, Maintenance Building, and 
in key treatment process locations.  Some are in use on the network while others are inactive.  
There are also several A-B PLCs and PLCs of other brands that control and/or monitor process 
equipment but are not tied to the SCADA network.  The following table itemizes the currently 
installed PLCs at the DWTF: 

Brand/Model  No. 
A-B PLC 5®/40E 9 
A-B PLC 5®/80E 5 
A-B SLC 5™/04 2 
A-B SLC 5™/05 2 
A-B MicroLogix™ 7 
Klockner Moeller 1 
Omron 1 
Matsushita Electric 2 
Total   29 

 

Some data from Collection System facilities and sites is transmitted to the DWTF via phone line 
communications but is not readily accessible at all locations.  Historical data archiving of data 
collected by the SCADA system is inadequate, currently being saved for only about one month, 
making retrieval and off-line storage of production and regulatory data highly time-critical. 

Under this project the SCADA consultant has responsibility for analysis of the WCDOE SCADA 
requirements and implementation alternatives, development of SCADA Standards to be followed 
under this project and future SCADA projects, design of a SCADA system for the DWTF, 
construction administration, system configuration and process control programming for the 
installed system, report development, applications testing, staff training and two years of support 
services.  The construction bid package developed under this effort will include system 
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procurement, installation, vendor support, installation testing, and vendor-supplied training 
services covering the equipment and software being procured. 

The SCADA system being designed for the DWTF will have the expandability, communications 
capability and data-handling capacity to allow future projects involving instrumentation and 
control to be directly integrated.  A primary project goal is to establish a single SCADA system 
that encompasses all WCDOE wastewater collection and treatment facilities.  Therefore, the 
DWTF SCADA system architecture will be designed to readily integrate the Collection System 
facilities.  The SCADA head-end servers, including the terminal servers, communications, and 
historical data archiving servers, will be sized and configured to accommodate future expansion 
of the SCADA database, graphics, and so on.  Historical data will be available online for at least 
five years after acquisition of the information. 

To ensure the system will be adequately designed to accommodate present and future needs, both 
for the DWTF and the Wastewater Collection System, Phase 1 of this project included site visits 
during which the consultant performed an inventory and assessment of each DWTF control and 
communications panel, existing SCADA servers and workstations, and all Collection System 
sites designated by WCDOE.  Many facilities outside the DWTF were included in the Inventory 
and Assessment to provide needed information for planning the new DWTF SCADA system 
design to accommodate the ultimate wastewater SCADA system. 
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4.2.1.3. Fiber-Optic Cable 
There are two types of fiber-optic cable:  multi-mode and single-mode.  The existing fiber-
optic cables at the DWTF are multi-mode cable.  The two most commonly used multi-mode 
fiber-optic cables are 62.5 and 50 micron.  Fifty-micron fiber has a higher modal bandwidth 
and less attenuation than 62.5 and is slightly less expensive.  The key advantages of 50-
micron fiber are:  it utilizes the same low-cost MMF Laser/LEDs as 62.5-micron fiber, and it 
supports Gigabit Ethernet over much greater distances.  It is possible to achieve a 6562-foot 
transmission distance for FASTEthernet (100BASE-FX) and 1804 feet for Gigabit Ethernet 
(1000 BASE) on 500 MHz-Km multi-mode fiber (62.5 or 50 micron).  All fiber-optic cable 
runs in the DWTF are significantly less than 6562 feet.  Gigabit Ethernet on standard multi-
mode fiber will be used only between the network cores. 

4.2.1.4. Wireless Network 
For this SCADA improvements project, areas in the DWTF where wireless access is 
necessary, practical, and desired will be determined during the design phase.  It is assumed 
that there will be justification in some office areas, where there are several prospective 
SCADA users, as well as between buildings without interconnecting duct banks and to 
facilitate portable remote access in some process areas by maintenance staff calibrating 
instruments and working on equipment.   It is estimated that coverage can be achieved 
throughout most of the facility with eight wireless 802.11 a/b/g access points. 

The convenience and possible high data rates provided by unlicensed wireless networking 
have resulted in a proliferation of wireless solutions.  Any implementation on this Project 
would be compliant with one of the current industry standards (Institute of Electrical and 
Electronics Engineers:  IEEE 802.11, IEEE 802.11b, and IEEE 802.11a). 

Wireless manufacturers and standards committees have addressed the security threat posed 
by the open nature of wireless transmission.  The IEEE WiLAN Committee ratified an 
enhanced security standard for IEEE 802.11 networks (IEEE 802.11i).  802.11i utilizes 
advanced encryption algorithms and authentication protocols to secure the network.  Wireless 
manufacturers of non-802.11 compliant radios have also adopted these standards or their 
equivalent.  Any implementation on this project will require compliance with the security 
guidelines. 

4.2.2. Programmable Logic Controllers 

4.2.2.1. Existing Programmable Logic Controllers (PLCs) 
The existing DWTF system is based on the Allen-Bradley (Rockwell Automation) family of 
programmable logic controllers (PLCs), including versions of the SLC-500, MicroLogix 
1000, but mostly of the PLC-5 product line.  The PLC-5s are currently in good working 
condition but are late in their normal life expectancy. 

The DWTF has PLC products manufactured by other than Allen-Bradley, but in far fewer 
numbers.  These PLCs, not connected to the DWTF SCADA system, are tied to the Industrial 
Water booster system at the Preliminary/Primary Treatment and Solids Handling areas and 
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the Muffin Monster sludge grinders.  These PLC products are manufactured by Klockner 
Moeller, Omron, and Matsushita Electric.  Integration of these PLCs into the SCADA system 
will conform to the WCDOE organizational project goal to provide additional automation to 
obtain optimal use of SCADA capabilities. 

4.2.2.2. Replacing Existing PLCs 
The Allen-Bradley PLC-5 product line currently in use in many locations was believed to be 
a good foundation for expansion within the DWTF and upcoming Collection System 
SCADA-related projects.  However, concerns have been raised by recent information from 
Rockwell’s local representative regarding future availability of the PLC-5 processors and 
modules, and subsequent investigation has left doubts regarding the viability of the PLC-5 
line over the fifteen-year planned life of the new SCADA system.  Based on the possibility 
that the Allen-Bradley PLC-5 line may be discontinued during the planned life of the new 
system, an assessment was made of the merits of keeping the existing PLC-5s and procuring 
additional PLC-5s as needed, versus standardizing on a different Allen-Bradley PLC family 
or a different PLC brand. 

Newer lines of PLC products manufactured by Allen-Bradley PLC products and General 
Electric Fanuc were considered as alternatives to retaining the existing the PLC-5s.  These 
two manufacturers were chosen because each has a significant presence and proven track 
record in supplying PLCs to water/wastewater utilities and their proven technical support.  
Allen-Bradley’s successor to the SLC, MicroLogix, and PLC-5 controllers is its 
ControlLogix programmable controller family, while the Fanuc RX3i controller is the 
equivalent GE PLC product. 

The cost analysis was based on the existing DWTF SCADA system and incorporation of 
additional locations that are likely to be added to the new SCADA system.  The final 
decisions about which DWTF equipment and process systems are monitored and controlled 
by the new SCADA system, as well as the ultimate database and I/O sizing, will be identified 
during the Design Phase of this project as control strategies and instrumentation needs are 
developed and documented.  Appendix B, the Alternatives Analysis Report, contains the cost 
and technical analysis. 

Estimates based on unit pricing obtained from the manufacturers indicate that the cost of 
replacing the PLC-5s with new Allen-Bradley PLCs would be almost twice that of 
replacement with GE PLCs.  However, this does not account for any potential discounts other 
than those that may have already been rolled into the prices quoted by the manufacturers, 
produced outside of a competitive environment.  Additional discounts may be offered on 
procurement of new product lines that replace a manufacturer’s retiring products.  Either 
PLC manufacturer may offer discounts to Wayne County as a competitive bid incentive. 

A comparison of life cycle costs was made under the Alternatives Analysis portion of this 
Project and is included below.  The comparison indicates that it is advantageous to replace 
the PLCs as a capital expenditure under this SCADA improvements project rather than 
risking higher replacement and reprogramming cost later. 
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Scenario 1                       
Install new PLCs in Year One 

Scenario 2                                  
Install new PLCs in Year Six 

Scenario 3                                   
Retain Existing PLCs 

Year Cal. 
Year FV Capital FV 

Maint. PV PV - Cost of 
Ownership 

FV 
Capital 

FV 
Maint. PV PV - Cost of 

Ownership 
FV 

Capital 
FV 

Maint. PV PV - Cost of 
Ownership 

1 2009 $583,000   $550,000 $550,000 $159,000   $70,000 $220,000 $159,000   $70,000 $220,000 
2 2010     $11,000 $561,000   $84,270 $75,000 $295,000   $84,270 $75,000 $295,000 
3 2011     $15,000 $576,000   $95,281 $80,000 $375,000   $95,281 $80,000 $375,000 
4 2012     $25,000 $601,000   $107,311 $85,000 $460,000   $107,311 $85,000 $460,000 
5 2013     $35,000 $636,000   $120,440 $90,000 $550,000   $120,440 $90,000 $550,000 
6 2014     $40,000 $676,000 $780,186 $70,926 $50,000 $1,150,000   $134,759 $95,000 $645,000 
7 2015     $50,000 $726,000   $16,540 $11,000 $1,161,000   $150,363 $100,000 $745,000 
8 2016     $55,000 $781,000   $23,908 $15,000 $1,176,000   $167,354 $105,000 $850,000 
9 2017     $60,000 $841,000   $42,237 $25,000 $1,201,000   $185,843 $110,000 $960,000 

10 2018     $65,000 $906,000   $62,680 $35,000 $1,236,000   $232,810 $130,000 $1,090,000 
11 2019     $70,000 $976,000   $75,932 $40,000 $1,276,000   $284,745 $150,000 $1,240,000 
12 2020     $75,000 $1,051,000   $100,610 $50,000 $1,326,000   $342,073 $170,000 $1,410,000 
13 2021     $80,000 $1,131,000   $117,311 $55,000 $1,381,000   $405,256 $190,000 $1,600,000 
14 2022     $85,000 $1,216,000   $135,654 $60,000 $1,441,000   $474,790 $210,000 $1,810,000 
15 2023     $90,000 $1,306,000   $155,776 $65,000 $1,506,000   $551,208 $230,000 $2,040,000 

                
Total Cost of Ownership over 

15-year equipment life         
$1,306,000 $1,506,000 $2,040,000 

                            
Notes: 1.   Scenario 1 provides for purchase and installation of new PLC equipment in year 2009 and maintained thereafter for its 15-year equipment life. 

 
 2.   Scenario 2 provides for maintaining the existing system in place for 6 years and the purchase and installation of new PLC equipment in year 

2014 and maintained thereafter for 9 years.  
 3.   Scenario 3 provides for maintaining the existing system in place for the duration of the 15-year life cycle period inclusive of individual PLC 

replacement as required. 
 

 4.   Scenarios 2 and 3 include a present value capital expense of $150,000 for the purchase and installation of additional PLC equipment needed to 
accommodate control strategy improvements. 

 
 5.   Interest rate/PCI/Inflation Rate assumed at 6% combined to convert Future Value (FV) to Present Value (PV).  Present Value year is 2008. 
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4.2.2.3. PLC Products and Procurement Recommendation 
It was recommended that the existing PLCs be replaced with PLC products of the latest 
offerings by Allen-Bradley or G.E. Fanuc.  Standardization on a new PLC family will allow 
Wayne County to evaluate offerings for costs, product capabilities, maintainability, 
programmability, and technical support services and availability from two vendors.  It is a 
customary practice in the control system industry for vendors to give discounts or rebates on 
the initial procurement of a PLC system, but greatly increase their prices for additional 
processors, service, and parts afterward.  As such, it was recommended that Wayne County 
negotiate, as an approach to obtain the best possible package price, a guaranteed 5-year 
fixed-percentage-under-list price for all hardware, software, and technical support service 
procurement.  Wayne County has indicated they will pursue this course, and intends to 
negotiate or obtain quotes from both Allen-Bradley and GE Fanuc that will apply to initial 
procurement by the selected SCADA installation contractor and all subsequent purchases by 
Wayne County or its contractors for a period of five years following the initial purchase.  The 
full scope of the procurement will not be known until the design is complete, so a percentage, 
rather than a quotation on a known quantity, can then be applied to the entire construction 
contract procurement as well as additional parts and service over the five-year period. 

4.2.2.4. PLC System General Design Guidelines 

4.2.2.4.1. Criteria for PLC Equipment Replacement 
• Replace all existing Allen-Bradley PLC-5 product line equipment and other Allen-

Bradley PLCs as appropriate 

• Replace all existing non-Allen-Bradley PLC-5 equipment having significant 
technical or programming deficiencies that would be more efficiently corrected with 
new PLC equipment 

• Replace all existing non-Allen-Bradley PLC-5 systems which are no longer 
supported by the manufacturer or by third-party vendors 

• Eliminate existing PLC systems which can be incorporated into a new PLC system 
using remote I/O 

4.2.2.4.2. System and Processor Guidelines 
• Replacement PLCs will be standardized as the latest product line of either Allen-

Bradley or GE Fanuc 

• Replacement PLC systems, including remote I/O, will be tied into the new SCADA 
system via 10/100 Base T Ethernet links using CAT 6 cable 

• Existing PLC products that are part of OEM pre-fabricated skid-mounted 
assemblies that use PLC products other than Allen-Bradley or GE Fanuc will be 
integrated into the new SCADA system on a case-by-case basis.  Ethernet 
communication with non-standard (i.e., not Allen-Bradley or GE Fanuc) PLC 
systems is preferred.  However other industry-standard networking links may be 
determined to be appropriate, on a case-by-case basis. 
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None of the existing PLCs are configured with redundant hot backup processors, and it 
is anticipated that single processor systems will be adequate for the new PLC systems 
that replace them. 

4.2.2.4.3. I/O Guidelines 
• The new PLC systems will be sized to provide 10% usable spare I/O for future 

signals. 

• Existing panel mounted annunciators, indicating and control (switches and 
pushbuttons) devices that are wired to I/O will generally not be wired to new I/O.  
The functions provided by these devices will be replaced by OITs. 

• PLC discrete I/O modules will have no more than 16 points per module, rated for 
120 VAC. 

• Discrete outputs will be individually fused. 

• PLC analog I/O generally will be 4 – 20 ma signal type. 

• Special I/O modules will be required on a case-by-case basis to suit the connected 
field devices. 

• Output modules will be selectable to fail in high, low, or hold-last-state-on-
processor failure. 

• Assignment of I/O shall be such that no single I/O module failure results in failure 
or disruption of a significant portion or entire unit process that the PLC system 
controls.  Also, I/O shall be grouped by signal level. 

4.2.2.4.4. Installation Wiring and Electrical Powe  Guidelines r
• New PLC equipment will be installed in the existing control panels of the 

equipment that it replaces, unless the panel condition, or operation considerations 
makes it impracticable. 

• New PLC I/O will be wired to the field terminal strips in each control panel of the 
I/O modules it replaces.  Wire and cable will be copper, of the type, rating, and 
sized for the application.  Wiring will be organized by type and routed through 
existing panel wiring duct where feasible or new wiring duct. 

• All PLC systems will be powered from 120 VAC, UPS-backed sources, fused as 
appropriate to sectionalize control power distribution to processors, I/O, and 
ancillary devices. 

4.2.3. Human-Machine Interface 
The Human-Machine Interface (HMI) software is the window to the SCADA system for the 
operators, engineers, technicians, and managers who will be using, programming, and 
configuring the system.  The HMI is the computer-based mechanism for providing a 
graphical representation of monitored process data and controlled devices, and enabling user 
commands for the process control to be executed.  The HMI software provides, among other 
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functions, retrieval and presentation of archived process data, through secure access, for 
system users.  Currently, the WCDOE’s SCADA system is monitored using an HMI that is 
based on outdated hardware and software products and, as configured; does not meet process 
monitoring, control, and data management requirements. 

4.2.3.1. HMI Procurement Approach 
Westin will assist W , fixed percentage under list price 

tives analysis considered the probable system architecture, communications 

4.2.3.2. HMI General Technical Requirements 
The suppli so  historical data archiving 

CDOE in obtaining a five-year
proposal for an integrated PLC/HMI solution from both GE (Fanuc PLC/iFix HMI) and 
Rockwell Automation (A-B PLC/FactoryTalk HMI), the two leaders in water and wastewater 
PLC SCADA applications.  The HMI selection will be based on the best total cost-of-
ownership pricing for the integrated PLC/HMI products.  The intent is to obtain quotes from 
both vendors that will apply to the initial procurement by the selected SCADA installation 
contractor and all subsequent purchases by Wayne County for a period of five years 
following the initial purchase by the SCADA contractor.  The construction contract will be 
written to forestall the procurement until all preparatory work is complete rather than as soon 
as the construction starts.  The advantage to WCDOE of a percentage-based discount 
guarantee is that the full scope of the procurement will not be known until the design is 
complete.  The percentage can then be applied to the entire construction contract 
procurement as well as additional software, training, and technical support services over the 
five-year period. 

This HMI alterna
protocol, technical support, security, alarming, graphics, trending, scripting, redundancy, 
polling, historical database, product documentation, and other features and functions.  Four 
industry-leading HMI software products were reviewed in the alternative analysis:  
Wonderware InTouch®, Allen-Bradley FactoryTalk®, Iconics Genesis32™, and General 
Electric iFIX™.  The alternatives analysis process incorporated Westin’s product knowledge 
and experience, along with a review of product literature and vendor demonstrations, and 
narrowed the field to two vendors. 

ed HMI ftware and associated OITs, servers, and the
system will be required to have the following features and functions: 
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• A commonly available operating system such as the Windows® XP product, and utilize 
the security and communications/networking capabilities of the operating system 

• An alarm notification system.  A typical alarm system consists of an alarm display, 
alarm areas, alarm log files, alarm prioritization, and alarm paging utilizing an 
integrated or third-party alarm dialer that will notify off-site WCDOE staff of 
emergency situations. 

• Data trending features for both historical trending and real time trending.  The HMI 
products allow for trends embedded in the HMI graphic and each trend may consist of 
multiple pens (data points) on a configurable time scale plot. 

• A separate Historian server for gathering and archiving historical data.  The historical 
software must capture historical data for a selected group of tags and store the data in a 
database.  The product must support redundant historian servers and export of data to 
Microsoft® Excel® and other program formats.  The product must also allow for 
connection to a third-party data database (e.g., Laboratory Information, Maintenance 
Management, etc.) for data consolidation and reporting. 

• Built-in system security through multiple-level user groups and user authentication 
using unique user names and passwords.  The HMI product must support Windows 
security, user groups with different system access rights, restrict process control access, 
track system access by user with log in/out time, and after a period of inactivity will 
log-out the current user. 

• Redundancy at the SCADA server level for automatic and seamless switching to a 
backup server in the event of primary server failure.  The HMI software must maintain 
synchronized time and data on redundant servers. 

• Software tools for configuration of the SCADA application specific software.  A 
“wizard” generates a predefined script that is tied to a certain event.  Custom scripting 
is often used on HMI applications to provide features not available through the standard 
wizards.  Visual Basic® for Applications (VBA) must be available for script writing. 

• Logging of various user actions that take place within the SCADA system.  These logs 
are typically generated in a database or word processing document.  The HMI software 
must log events, e.g., alarm acknowledgements, setpoint changes, etc. by user ID, 
value, and event time. 

• Technical support.  Technical support must be available via both phone and online 
contact.  GE and Rockwell Automation appear to offer the greatest level of local 
support and training facilities among SCADA vendors. 
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• Remote access that allows users to retrieve SCADA data from a location other than the 
SCADA nodes physically connected to the SCADA network.  HMI platforms typically 
use Terminal Services or Internet Information Services (IIS) to support remote access.  
Terminal Services are preferred and recommended for remote access.  Remote access is 
through lower-cost “thin clients” that do not require special software.  System security 
is provided through user name and password log in;  and access is available through 
several remote device types, e.g., tablet personal computers (PCs), personal digital 
assistants (PDAs), and laptop PCs.  The HMI software sends encrypted data between 
the SCADA servers, historian, terminal server, and all clients. 

• Capability to interface with WCDOE’s stand-alone electrical monitoring system 
• Support for import/export of comma-separated value (CSV) format files 
• Change management software to track and control software version upgrades 
• Capability for color-coding data or using symbols for data quality changes, e.g., 

communication fail, out of range, old data, point disabled, etc.  This allows the user to 
discern from looking at the HMI graphic display whether the data being displayed is 
good quality, bad quality, or a communication loss has occurred. 

• A tag database that contains all I/O monitored and controlled by the SCADA system 
software as well as the various I/O point parameters, i.e., type, address, name, 
description, scan time scale, and units 

• File management and system development performed on a single development 
computer (engineering work station).  System updates must be transmitted from the 
development computer out to the other SCADA system components to ensure a single 
source of system modifications for all files, including HMI graphic screens, databases, 
security files, and configuration settings throughout the SCADA system. 

• Licensing for all HMI software held by WCDOE, not a vendor, developer, or 
contractor.  The HMI products were evaluated on the list price for software licenses and 
one year of technical support. 

4.2.3.3. System Architecture Concept Supporting HMI 
Implementation 

Due to the complexity of the configuration and the multiple configuration options available 
for each vendor, the price comparison provided in the Alternatives Analysis report was based 
on a typical system configuration depicted in the figure below.  The typical system 
configuration consists of primary and backup SCADA servers, a terminal server with 10 
concurrent (thin client) user licenses, Web server with 5 concurrent user licenses, separate 
historian server, change management software, 7 thick clients, and a single remote site 
SCADA node.  The cost is based on WCDOE’s ultimate system requirement of 10,000+ 
development tags and 5,000 historical tags. 
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The HMI software and support services requirement was also based on WCDOE’s potential 
ultimate system requirement of 10,000+ development tags and 5,000 historical tags. 
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4.2.4. System Security Design Approach 

4.2.4.1. Human-Machine Interface (HMI) Security 
The HMI software must accommodate access for both monitoring and control functions and 
will be based on an individual user authorization.  Following best practices in role-based 
security management, individual user accounts are assigned to various security groups, and 
security groups are then assigned to have rights to various security areas.  Within the HMI, 
security areas control access to any HMI object through the security groups and determine 
items to which each individual user has access. 

User accounts will be configured to define the privileges assigned to each person requiring 
access to the HMI through a log-in name and a password.  Use of swipe cards or ID-bearing 
media is being considered.  All personnel requiring access to the SCADA system will be 
assigned their own individual user account.  Personnel not logged-on will have view-only 
(guest) privileges.  All user-initiated changes may be logged, thus creating an audit trail.  The 
SCADA screens will display the current user logged into the system.  The system will be 
configured to authenticate all log-in attempts to ensure better centralized management of user 
accounts. 

4.2.4.2. Network Security 
The following security measures will be designed into the network: 

• Port-based security will be employed.  Ports allocated high-priority (HMI, PLC) will be 
bound to the hardware address of the network node.  If the node is unplugged and another 
node is plugged in, the port will be disabled. 

• Spare ports will be disabled. 
• Access to mission-critical networks will be restricted. 
• Remote access into the network will occur only through a secure virtual private network 

(VPN)-enabled gateway. 
Ports that need to support multiple nodes that are connected in an ad hoc fashion (e.g., laptop 
computers used by supervision or maintenance staff) will be controlled by access lists.  The 
port will be enabled only if the computer that plugs into the port is on the access list. 

4.2.4.3. Run-Time Environment Protection 
Run-time Environment Protection will be implemented to restrict actions such as switching 
to other applications or exiting the process graphic screens when Run-Time Environment 
Protection is enabled. 

4.2.4.4. Auto Logout Timer 
The HMI vendor will be required to apply an automatic logout timer to ensure that the 
SCADA System is secured from unauthorized users in the event a user leaves an OIT without 
logging out.  When no activity for the log-out time period is reached, the current user is 
automatically logged out of the SCADA HMI application and the desktop. 
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4.2.4.5. PLC Security 
Security at the PLC level will be implemented to ensure that only personnel with the proper 
security level have access to the PLC programs and editing of the programs.  System 
integrators will require administrator access to the PLCs for warranty maintenance and 
support services. 

4.2.4.6. Remote Access (Gateway) / Firewall 
The design will include the capability for single-point remote access through a secured, 
VPN-enabled gateway.  To support external access to the network, a high-performance router 
(gateway) will be installed between the business network and the SCADA network.  The 
router will support advanced security features. 

4.2.4.7. Physical Security 
To guard against malicious acts that could have detrimental effects on SCADA system 
performance, it is necessary that physical access to SCADA system servers, switches, and 
PLCs be restricted to authorized staff by virtue of mechanical locks on control panel 
enclosures doors, and unoccupied SCADA equipment rooms and closets doors.  
Additionally, door open/close status, as detected by a magnetic proximity switch or limit 
switch wired to I/O, will provide monitoring and alarm annunciation by the SCADA system. 

4.2.5. Uninterruptible Power Supplies (UPSs) 
The design will include new UPS units with battery packs sized to provide a minimum of one 
hour of backup power for each SCADA server, communications panel, HMI, and other vital 
components.  The design will standardize on a single, reputable UPS manufacturer to the 
greatest extent possible.  Standards will require monitoring, through the SCADA system, of 
each UPS’ status and alarms, either through serial links to the UPS processors or by 
individually wired I/O, depending on the selected UPS model.  Loss of AC power, loss of 
sync, low voltage, battery status, and other parameters, will be configured as alarms in the 
SCADA system. 

4.2.6. SCADA Panels 
The Inventory and Assessment conducted under Phase 1 of this Project revealed that most of 
the existing SCADA control panels and communication panels are in good condition.  Under 
this project it has been determined that two panels are deteriorating and need to be moved to 
better locations.  In the process, new panels will be provided and new wiring and cables will 
be pulled as needed and re-terminated.  Power feeds will be redesigned.  For all other 
existing panels, door gaskets and hardware will be refurbished as needed, unused panel-
mounted instruments will be removed, abandoned and unused circuits will be de-energized 
and properly protected, and each panel’s intended NEMA rating will be restored if not 
currently up to standards. 

New panels provided under the Contract will be generally be specified as NEMA 4 outside 
office areas and NEMA 12 within office areas.  However, if a more stringent NEMA rating is 
needed for a specific location’s environment, the design will specify the proper rating. 
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4.2.7. Instrumentation 
Early in the design process, Westin will begin workshops with WCDOE Operations and 
Maintenance staff to discuss the process control strategies that will need to be programmed in 
the PLCs by Westin following procurement of the PLC hardware and software in parallel 
with the equipment installation under the construction contract.  One objective of this process 
will be to determine whether there are sufficient sensors of the proper type, range, location, 
and responsiveness to implement the desired level of monitoring and process control.  Where 
additional instrumentation is needed, or instruments need to be relocated, reprogrammed, or 
replaced, the design will include instrument data sheets, instrument installation details, and 
signal routing drawings. 

4.2.8. Training 
The design specifications will include training for WCDOE staff on programming, 
maintenance, and operation of the SCADA equipment and software procured under the 
SCADA Contract.  Training will be a combination of classroom and hands-on conducted at 
the local office of the SCADA vendor.  Both manufacturers discussed above have training 
centers in the Detroit area, minimizing cost to Wayne County for travel and eliminating the 
need for procuring on-site training from the vendor.  Training will cover the PLC hardware, 
PLC programming, PLC network configuration, HMI programming and configuration, 
historical data archiving system hardware and software, use of report production software, 
and other vendor-supplied SCADA products. 

Training for WCDOE staff on the process control programming, reports, and other software 
products developed under the SCADA Consultant (Westin) contract will be conducted by 
Westin on a schedule to be developed in conjunction with WCDOE. 
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5. Project Schedule 
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6. Estimated Construction Costs 
The SCADA Alternatives Analysis Report, Appendix B of this Basis of Design, included 
estimates of construction costs for the Wayne County Wastewater SCADA system.  Section 3, 
Table 3-1 of that report summarizes these construction costs and is copied below for 
convenience. 

 
Table 3-1:  Cost Summary for the DWTF Portion of the SCADA System  

(Excerpted from the SCADA Alternatives Analysis Report) 

Cost Category Probable Cost 

Top-End Equipment $150,000 

Top-End Software $175,000 

Control Room and Lab Construction $100,000 

Network Fiber, Termination, and Installation $55,000 

PLC Equipment $550,000 

UPS Units $116,000 

Network Switches $35,000 

Spare System Equipment $76,244 

New Instrumentation and Installation $150,000 

Relocate existing PLC panels (two units) $150,000 

Documentation $35,000 

Training $50,000 

Demolition, Termination, Loop Check $200,000 

Local/Remote Switch Field Wiring $100,399 

Bonds and Insurance $15,000 

Subtotal DWTF Portion of SCADA System $1,957,643 

Contingency (10%) $195,764 

Total DWTF Portion of SCADA System $2,153,407 

Contractor PM $104,912 

Contractor Markup & Profit 10% $215,341 

Grand Total DWTF Portion of SCADA Project $2,473,660 
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Estimated costs summarized in this table are derived from the following tables that also appear in 
the SCADA Alternatives Analysis Report: 

• Table 4-1:  Cost of Replacing Existing DWTF PLCs with Allen-Bradley or GE Fanuc 
• Table 4-2:  Cost of Replacing Existing Communication Switches with CISCO Switches 
• Table 4-3:  Cost of Replacing Existing Uninterruptible Power Supplies 
• Table 4-4:  Cost of Installing CAT6 Cabling 
• Table 4-5:  Cost of Installing Multi-Mode Fiber Cable to Implement Alternative 2 
• Table 6-1:  Supervisory Level and Network Equipment Cost Opinion 
• Table 6-2:  GE iFIX/Proficy Pricing 
• Table 6-3:  Rockwell Factory Talk Pricing 

Estimated cost values that appear in the cost summary table may not match exactly with the 
values contained in these tables.  The summary costs are considered the best estimate of costs 
that are based on the Consultant’s knowledge and experience involving SCADA projects and 
process control systems of this type and the informal quotations from the vendor community. 

System configuration and programming is work that is included in the Consultant’s scope of 
work and is not included in the estimated costs above. 
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Appendix A 
Downriver Wastewater Treatment Facility SCADA System Survey Sites 

 
SiteName Panel/Component Plant Area Location 

CNHDCESB Com. Network Hybrid Dist. Center 
Employee Service Building 

SCADA 
Network 

Employee Service Building 

CNHDC1 Communication Network Hybrid 
Distribution Center No. 1 

SCADA 
Network 

Administration Building 
Basement 

CNHDC2 Communication Network Hybrid 
Distribution Center No. 2 

SCADA 
Network 

Influent Pump Station 
Building 

CNHDC3 Communication Network Hybrid 
Distribution Center No. 3 

SCADA 
Network 

Primary Tanks Pipe Gallery 

CNHDC4 Communication Network Hybrid 
Distribution Center No. 4 

SCADA 
Network 

Solids Handling Building 

CNHDC5 Communication Network Hybrid 
Distribution Center No. 5 

SCADA 
Network 

Maintenance Building First 
Floor Electrical Room 

CNHDC6 Communication Network Hybrid 
Distribution Center No. 6 

SCADA 
Network 

Secondary Oxygen Building 
Electrical Room 

CNHDC7 Communication Network Hybrid 
Distribution Center No.7 

SCADA 
Network 

Tunnel Pump Station 
Electrical Equipment Room 

MBDS Maintenance Building  
Distribution Switch 

SCADA 
Network 

Maintenance Building 
Second Floor 

SERVER1 SCADA System Server Maintenance  Maintenance Building - 
SCADA Work Area 

OIT3 Operator Interface No. 3 Administration Administration Building – 
Tom Shoen’s Office 

OIT4 Operator Interface No. 4 Administration Administration Building - 
Lynn Renaud’s Office 

OIT5 Operator Interface No. 5 Administration Administration Bldg. - 
Firooz Fath-Azam’s Office 

OIT6 Operator Interface No. 6 Administration Administration Building - 
Laboratory 

OIT7 Operator Interface No. 7 Primary 
Treatment  

Influent Area Control Room 

OIT12 Operator Interface No. 12 Solids Handling Solids Handling Control 
Room 

OIT15 Operator Interface No. 15 Secondary 
Treatment  

Secondary Control Room 

OIT16 Operator Interface No. 16 Maintenance Maintenance Building - 
SCADA Work Area 

OIT17 Operator Interface No. 17 Maintenance  Maintenance Building - 
SCADA Work Area 

OIT20 Operator Interface No. 20 Maintenance  Maintenance Building - 
SCADA Work Area 

DDACCP Disinfection and Discharge Area 
Control Panel 

Disinfection Old Solids Handling 
Building 
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SiteName Panel/Component Plant Area Location 
UVCP Ultra Violet  

Control Panel 
Disinfection Old Solids Handling 

Building 
AGFCP Aerated Grit Facility  

Control Panel 
Primary 

Treatment 
Aerated Grit Building 

FECP Ferric Chloride Process  
Control Panel 

Primary 
Treatment 

11-FECL3-030 Building 

IACP Influent Area Control Panel Primary 
Treatment 

Influent Area Control Room 

MCCMB1JB MCC MB1 Junction Box Primary 
Treatment 

Primary Motor Control 
Center No. 1-6 

MCCMB2JB MCC MB2 Junction Box Primary 
Treatment 

Primary Motor Control 
Center No. 1-6 

MCCMB3JB MCC MB3 Junction Box Primary 
Treatment 

Primary Motor Control 
Center No. 7 

POLYCP03 Polymer Control Panel Primary 
Treatment 

Primary Polymer Building 

PGCP Primary Gripper  
Control Panel 

Primary 
Treatment 

Influent Pump Area Pump 
Room 

PSTCP-C Primary Settling Tank No. 7 
Control Panel 

Primary 
Treatment 

Primary Motor Control 
Center No. 7 

PSTCP-B Primary Settling Tanks  
No. 2,4,6 Control Panel 

Primary 
Treatment 

Primary Motor Control 
Center No. 1-6 

PSTCP-A Primary Settling Tanks No. 1,3,5 
Control Panel 

Primary 
Treatment 

Primary Motor Control 
Center No. 1-6 

PSTPCP Primary Solids Transfer Pumps 1 & 
2 Control Panel 

Primary 
Treatment 

Old Solids Handling 
Building 

RMBRTU Recycle Meter Bldg RTU Primary 
Treatment 

Recycle Sampling Building 

TPSCP Tunnel Pump Station  
Control Panel 

Primary 
Treatment 

Tunnel Pump Station 
Electrical Equipment Rm. 

TPSGCP Tunnel Pump Station Gripper 
Control Panel 

Primary 
Treatment 

Tunnel Pump Station 
Mechanical Room 

WBSIWCP-
OSB 

Water Booster System Industrial 
Waste Control Panel - OSB 

Primary 
Treatment 

Old Solids Building 

LLPSCP Low Lift Pump Station  
Control Panel 

Secondary 
Treatment 

Secondary Pump Station 
Building 

POLYCP10 Secondary Polymer  
Control Panel 

Secondary 
Treatment 

Secondary Chemical 
Building 

STACP Secondary Treatment Area Control 
Panel 

Secondary 
Treatment 

Secondary Oxygen Control 
Building 

NACP Sodium Hydroxide  
Control Panel 

Secondary 
Treatment 

Secondary Chemical 
Building 

FST 1 Tank No. 1  
Communication Panel 

Secondary 
Treatment 

Clarifier Control  
Building No. 1 

FST 2 Tank No. 2  
Communication Panel 

Secondary 
Treatment 

Clarifier Control  
Building No. 2 
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SiteName Panel/Component Plant Area Location 
FST 3 Tank No. 3 Communication Panel Secondary 

Treatment 
Clarifier Control  
Building No. 3 

FST 4 Tank No. 4  
Communication Panel 

Secondary 
Treatment 

Clarifier Control  
Building No. 4 

FST 5 Tank No. 5  
Communication Panel 

Secondary 
Treatment 

Clarifier Control  
Building No. 5 

RAS FST 5-6 Tank No. 5/6 RAS Communication 
Panel 

Secondary 
Treatment 

Return Activated Sludge 
Pump Building 

FST 6 Tank No. 6  
Communication Panel 

Secondary 
Treatment 

Clarifier Control  
Building No. 6 

DWACP Dewatering Area  
Control Panel 

Solids Handling Solids Handling Building 

MMSG1CP Muffin Monster Sludge Grinder #1 
Control Panel 

Solids Handling Solids Handling Building 

MMSG2CP Muffin Monster Sludge Grinder #2 
Control Panel 

Solids Handling Solids Handling Building 

SHFCP Skimming Handling Facility 
Control Panel 

Solids Handling Skimming Handling Facility 

SCCP Sludge Conveyance  
Control Panel 

Solids Handling Solids Handling Building 

SMACP Solids Management Area  
Control Panel 

Solids Handling Dissolve Air Floatation 
Building 

SMGRIO Solids Management Gallery 
Remote I/O Termination Panel 

Solids Handling Sludge Storage Pipe Gallery 
Building 

WBSIWCP-
SHB 

Water Booster System Industrial 
Waste Control Panel -SHB 

Solids Handling Solids Handling Building 

 

End of Table 
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Appendix C 

 

SCADA Alternatives Analysis Recommendations and Decisions 
This is a summary of the various alternatives considered for the main components of the SCADA 
System Improvements Project, recommendations made, and decisions made through review of 
the SCADA Alternatives Analysis Document and the Alternatives Workshop of November 30, 
2007 with WCDOE staff. 

DWTF Portion of the SCADA System 

Recommendations 
• Replace the existing PLCs with current generation equipment by Allen-Bradley or GE 

Fanuc. 

• Replace all OITs (Operator Information Terminals). 

• Negotiate a guaranteed 5-year fixed “percentage under list price” procurement 
arrangement for procurement of all hardware, software, vendor training, and technical 
support service. 

• Relocate the Solids Management Gallery remote I/O panel and network panel CNHDC4. 

• Reconfigure the DWTF fiber-optic network to a 100 BaseFX Ethernet Star configuration 
with redundant core and non-divergent, redundant path network segments within existing 
cables (pending Contractor’s verification of cable integrity). 

• Install additional multi-mode fiber cable as needed to implement the Star configuration 
(Alternative 2 of the network configuration analysis). 

• Replace the existing obsolete communications switches with industrial grade CISCO (or 
equal) managed switches. 

• Replace obsolete Uninterruptible Power Supplies (UPSs) providing power to SCADA 
equipment. 

• Replace the existing CAT5e cabling with CAT6 where needed at the DWTF. 

Decisions 
All the above recommendations were discussed and accepted.  Also, following discussion, 
existing process area main control panels will be modified to eliminate local controls that are 
not independent of the PLCs. 

 

Collection System Portion of the SCADA System 
(Direction for Future Design Projects) 

Recommendations 

• Use HDSL phone service as the primary communication link, and cellular service as a 
secondary (backup) communication link between the DWTF SCADA head end 
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communications server and CSO basins and pump stations.  Availability of either service 
will need to be verified on a site-by-site basis at the time of design. 

• Replace existing PLCs with current generation equipment by Allen-Bradley or GE Fanuc.  
These should be standardized on a system-wide basis to conform to the manufacturer and 
product line of processors chosen for the DWTF implementation. 

• Use redundant, standardized processors where currently implemented or determined in 
the future to be needed at large data (unstaffed basin and pump station) sites. 

• Replace all OITs and network equipment. 

• Retain local hardwired monitoring and control panels and devices as backup means to 
monitor and control in the event of SCADA system failure. 

• Use cellular service for communication with the small data sites, provided the existing 
telemetry equipment can be reused and retrofitted for cellular communications, and 
vendors’ (Telog, ADS, & Accusonic) proprietary application software is able to be 
integrated to work with SCADA HMI and historian servers.  (The alternate recommended 
communication method for small sites is 900-MHz UtiliNet packet radio spread-spectrum 
radio network.) 

• Pilot-test integratability of existing proprietary software (Telog, ADS, Accusonic) prior 
to deciding on and designing the solution for the small sites.  If not suitable, install 
general purpose programmable devices (micro PLC or RTU) and the UtiliNet radio 
communication option.  Use single, standardized field processors at each small 
monitoring site. 

• Replace UPSs with new units sized for one-hour backup at all CSO basins and pumping 
stations and four hours at all small data sites. 

• For the six small-data sites that are not served by utility power, employ photovoltaic 
power systems. 

• Provide data storage at all sites to store data through periods of communications loss and 
forward to the SCADA head end when communications is restored. 

Decisions 
All the above recommendations were accepted as guidance for future SCADA design 
standards for Collection System projects.  However, pilot testing of the existing meter 
processors is not in the scope of the current project and the recommendation is being 
considered by WCDOE. 

 

Human-Machine Interface (HMI) Software 

Recommendations 

• If WCDOE decides to replace the existing PLC-5s under the SCADA Improvements 
project, establish a competitive bid between Allen-Bradley and GE Fanuc for combined 
PLC/HMI packages, with guaranteed 5-year procurement pricing based on percentage 
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under vendor-published list price for all hardware, software, vendor training, and 
technical support service. 

• If WCDOE decides not to replace the existing PLC-5s, pursue competitive negotiation 
with two HMI software vendors, GE/Fanuc iFIX and Rockwell FactoryTalk, for 
guaranteed 5-year pricing based on percentage under vendor-published list price for all 
software, vendor training, and technical support service. 

• Implement redundant SCADA servers, redundant terminal servers, a single historian 
server, and a network-connected backup device (RAID 5 drive in a separate building 
from the SCADA head end computer room) that will allow system rebuild after 
catastrophic failure. 

• Utilize thin-client (HMI) workstations to the greatest practical extent. 

Decisions 
The above recommendations were accepted, and given the earlier decision to replace the 
existing PLCs, WCDOE is investigating through the Purchasing Department how to pursue a 
negotiated procurement agreement for hardware, software, training, and support that can 
become a part of the SCADA construction contract. 

 
Historian 

Recommendations 

• Utilize the available offering from the chosen HMI software vendor.  All are considered 
capable of meeting the most demanding requirements of any large SCADA system and 
the specific needs of WCDOE. 

• Implement a non-redundant historian processor that incorporates large-capacity, hot-
swappable hard drives, configured for RAID 5 data archiving, suitable for capturing a 
minimum of 5 years of archived data. 

Decisions 
These recommendations were accepted. 

 
Access and Security 

Recommendations 

• Implement user groups and passwords incorporating the security features inherent in MS 
Windows and the HMI software products. 

• Implement individual user accounts for logging of all user-initiated changes to create an 
audit trail. 

• Configure the SCADA computer(s) to automatically restart and reconnect to the SCADA 
network when power is restored. 
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• Establish an automated, proactive, disciplined, and multilayered defense approach (see 
section 7.5 of report). 

• Implement vendor-compatible network management software for network monitoring, 
management, and troubleshooting. 

• Implement physical Security recommendations to restrict access to SCADA system 
communications and PLC panels by use of mechanical locks on control panel enclosures 
and unoccupied SCADA equipment rooms, and door-open status monitoring and 
alarming. 

Decisions 
These recommendations were accepted.  Additional investigation of software and 
physical security products will take place during design and implementation of the 
system.  Certain panel access methods could be employed to verify entry authorization, 
and accountability and tracking records will be discussed in system development 
workshops. 

 

End of Appendix C 
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