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1. Executive Summary

This report presents the Basis of Design for the new SCADA (Supervisory Control and Data
Acquisition System) for the Wayne County Downriver Wastewater Treatment Facility (DWTF).
The SCADA system is the computerized wastewater process control and monitoring system that
will enable Wayne County Department of Environment (WCDOE) staff to remotely monitor
treatment processes, perform process control actions, react to alarm notifications, and use
collected process data for reporting and analysis. The SCADA system will also provide an
enhanced level of automation to enable better treatment performance with less operator
interaction.

Under Phase 1 of the WCDOE SCADA Improvements Project, Westin Engineering of Michigan,
the SCADA Consultant, has examined all existing control panels within the DWTF, performed
an inventory of the SCADA equipment and panels, assessed the condition of the SCADA
equipment and software, and produced an analysis report covering SCADA implementation
alternatives. These activities involved meetings, workshops, and site visits with WCDOE staff
as well as significant research of existing WCDOE instrumentation and control documentation.
Project goals and objectives have been formulated to guide the design and implementation.
Under Phase 2 Westin will produce a design for a competitively bid procurement and installation
contract, and will perform construction oversight, system programming, report development,
applications training, and other related activities.

As a result of the Phase 1 work to date, the Basis of Design has been developed covering the
following major SCADA design topics:

1. Process Data Network

The network design will establish a redundant, fiber-optic-based Ethernet network,
utilizing to the greatest extent possible the existing fiber-optic cables. Redundancy of
communication paths will provide greater immunity to loss of communications between
the control locations and any portion of the DWTF than exists in the currently installed
system.

2. SCADA Control Processors (Programmable Logic Controllers)

To the greatest practicable extent, the existing programmable logic controllers (PLCs)
that execute the field-level process control logic and data acquisition will be retained. A
proposed competitive proposal process described in the SCADA System Alternatives
Analysis report (presented in Appendix B) will not be pursued. Information originally
provided by the PLC manufacturer’s representative regarding the planned market life of
the existing PLC line (Allen-Bradley PLC-5) swayed the analysis toward replacement
and standardization on a different product. New information from the manufacturer,
forwarded after completion of the SCADA System Alternatives Analysis report, indicates
that the PLC-5 line will be available sufficiently long to justify retention and reuse,
lowering the project cost significantly.
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3. Human-Machine Interface Software and Computers

The design will include procurement of up-to-date, full-featured software products
specified to provide operators, managers, and technical staff with the display-based
process interface needed to perform their functions.

4. Security

Multi-level security measures will protect the SCADA system from physical and
software intrusion and illicit access.

5. Power Supply

Uninterruptible power supplies will be specified for all SCADA processors, HMI
workstations, and communication equipment to provide steady, conditioned power
through most power failures and disruptions.

6. Panels

Most existing SCADA system panels in the DWTF are in good condition and will be
reused as they are. Two panels need to be relocated for better protection from
environmental damage. New panels will be added as needed for system expansion.
Panels will be cleared of unneeded devices and wiring.

7. Instrumentation

During the design phase, through workshops with WCDOE staff, sensors and other
instruments will be examined in conjunction with development of control strategies.
Instrument needs will be identified and existing instruments will be specified for
replacement, recalibration, or removal.

8. Training

Training specifications will require the SCADA vendor to provide, through the
installation contract, product-specific hardware and software training at their facility in
the Greater Detroit area. Applicable and available training materials will also be
incorporated into the existing online training program at the DWTF, for future training
of new staff and refresher training for existing staff.

Section 5 of this document provides a projected Project Schedule showing completion of the
design in March 2008, corresponding to the schedule for review by the Michigan Department of
Environmental Quality (MDEQ) in conjunction with the State Revolving Fund loan application
process. Section 6 contains summarized cost tables based on the cost analyses in the SCADA
Alternatives Analysis Report (Appendix B).
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Appendices are provided as follows:
Appendix A — A list of the SCADA equipment locations surveyed within the DWTF

Appendix B — The SCADA Alternatives Analysis Report showing detailed technical and cost
analysis data

Appendix C — A summary of the major alternatives discussed following submittal of the draft

SCADA Alternatives Analysis Report, and decisions made that guided the
Basis of Design development.
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2. Project Summary

The Wayne County Wastewater SCADA (Supervisory Control and Data Acquisition) system
will ultimately tie process monitoring and control of all wastewater-related facilities into a
single, unified network of communications, data collection, process alarm notification, and
process control. The first part of the system development falls under the current contract, Wayne
County’s project No. 37-05-115, providing professional services for design, construction
administration, implementation, and extended support of the Downriver Wastewater Treatment
Facility portion of the SCADA system. The Wayne County Department of Environment has
undertaken this SCADA Improvements Project to upgrade and expand the existing SCADA
system at the Downriver Wastewater Treatment Facility (DWTF), and to establish standards and
design guidelines for expansion of the SCADA system under future projects.

The DWTF currently has a network of approximately 20 Allen-Bradley® (A-B) Programmable
Logic Controllers (PLCs) throughout the facility, with operator workstations referred to as
Operator Interface Terminals (OITs) at the Administration Building, Maintenance Building, and
in key treatment process locations. Some are in use on the network while others are inactive.
There are also several A-B PLCs and PLCs of other brands that control and/or monitor process
equipment but are not tied to the SCADA network. The following table itemizes the currently
installed PLCs at the DWTF:

Brand/Model No.
A-B PLC 5%/40E 9
A-B PLC 5%/80E 5
A-B SLC 5™/04 2
A-B SLC 5™/05 2
7
1
1
2

A-B MicroLogix™
Klockner Moeller
Omron

Matsushita Electric

Total 29

Some data from Collection System facilities and sites is transmitted to the DWTF via phone line
communications but is not readily accessible at all locations. Historical data archiving of data
collected by the SCADA system is inadequate, currently being saved for only about one month,
making retrieval and off-line storage of production and regulatory data highly time-critical.

Under this project the SCADA consultant has responsibility for analysis of the WCDOE SCADA
requirements and implementation alternatives, development of SCADA Standards to be followed
under this project and future SCADA projects, design of a SCADA system for the DWTF,
construction administration, system configuration and process control programming for the
installed system, report development, applications testing, staff training and two years of support
services. The construction bid package developed under this effort will include system
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procurement, installation, vendor support, installation testing, and vendor-supplied training
services covering the equipment and software being procured.

The SCADA system being designed for the DWTF will have the expandability, communications
capability and data-handling capacity to allow future projects involving instrumentation and
control to be directly integrated. A primary project goal is to establish a single SCADA system
that encompasses all WCDOE wastewater collection and treatment facilities. Therefore, the
DWTF SCADA system architecture will be designed to readily integrate the collection system
facilities. The SCADA head-end servers, including the terminal servers, communications, and
historical data archiving servers, will be sized and configured to accommodate future expansion
of the SCADA database, graphics, and so on. Historical data will be available online for at least
five years after acquisition of the information.

To ensure the system will be adequately designed to accommodate present and future needs, both
for the DWTF and the Wastewater Collection System, Phase 1 of this project included site visits
during which the consultant performed an inventory and assessment of each DWTF control and
communications panel, existing SCADA servers and workstations, and all Collection System
sites designated by WCDOE. Many facilities outside the DWTF were included in the Inventory
and Assessment to provide needed information for planning the new DWTF SCADA system
design to accommodate the ultimate wastewater SCADA system.
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3. Summary of Analyzed SCADA System Alternatives

To determine the best design approach for creation of biddable specifications for the DWTF
portion of the Wayne County Wastewater SCADA system, Westin Engineering has reviewed a
significant volume of WCDOE documentation, examined every major control and monitoring
location, worked with WCDOE staff to identify the essential Project goals and objectives, and
conducted several meetings with WCDOE staff to discuss and narrow the possible design
alternatives.  Further, in preparation for technical workshops with WCDOE staff, Westin
arranged presentations for WCDOE at the DWTF by four leading vendors of SCADA software
and hardware. A key Project goal stated by WCDOE staff is reuse of existing SCADA system
components to the greatest extent possible, and this was a consideration in the analysis of the
practicality and long-term cost for SCADA processors, network cabling, operator interface
software, and other major cost items.

The following is a summary of the topics and alternatives that have been analyzed and discussed:
e Programmable Logic Controllers (PLCs)

Retain the existing SCADA PLCs at the DWTF or replace with current-generation
equipment. The existing PLCs are operational and in good condition, and with parts and
service expected to be available for 10-15 years, it is practical to continue to utilize the
PLCs, reprogramming them to provide the needed level of control and monitoring that
will accommodate the County’s process control and data collection requirements.

o SCADA Workstations and Servers

Retain or replace all Operator Information Terminals (OITs) and associated system
servers.

e SCADA Human-Machine Interface (HMI) Software

Retain current brand name HMI software and upgrade to latest version, or open for
competitive pricing against other notable, reliable brands.

e Control Panels
Retain or replace control and communication equipment panels.

Retain or eliminate local monitoring and control devices and annunciators and their
associated panels that are not functionally independent of the PLCs.

Leave in place or relocate the Solids Management Gallery remote I/0 (SMGRIO) panel
and network panel CNHDC4 to more suitable locations not subject to sludge, dirt,
corrosion, and poor access for maintenance.

e Process Control Communications Network

Retain the existing single pair DWTF SCADA fiber-optic network or reconfigure to a
faster, redundant 100 BaseFX Ethernet Star configuration with redundant core and non-
divergent, redundant path network segments.
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If reconfiguring, utilize existing cables to establish a redundant network within existing
spare fiber pairs or use existing cables as one path and pull new cables through a
divergent route to establish the second path.

Replace the existing obsolete communications switches with industrial grade Cisco (or
equal) managed switches or retain existing switches and add as needed.

Retain existing local communications wiring or replace the existing CAT5e cabling with
CAT6 where needed at the DWTF.

o Power Management

Retain or replace uninterruptible power supply (UPS) units providing power to SCADA
equipment.

e Security

Analyze various system security implementation options including software-based and
physical security approaches.

e System Resiliency

Implement lower cost, less resilient, but effective levels of server and communications
redundancy options or higher reliability approaches utilizing greater redundancy,
automatic server and data backup, and diversified access to the process network.

Underlying each of these topics has been significant investigation, discussion, and decision
making at a detailed technical level, resulting in the direction needed to proceed with
development of the Basis of Design. For further elaboration on these issues, Appendix B is the
SCADA Alternatives Analysis Report containing the cost tables and more detailed technical
discussion of alternatives, and Appendix C is a summary of the main issues discussed and
decisions made in reviewing the alternatives with WCDOE staff.
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4. Basis of Design for the Downriver Wastewater Treatment Facility
SCADA System

4.1. Introduction

The SCADA Improvements Project has progressed to the point that the Project goals and
objectives are well understood, the facilities have been surveyed, SCADA Standards are being
developed, and a design approach has been determined that will provide the system functions
and features that will fulfill WCDOE needs. The fundamental components of the SCADA
system are the process data communications network, control processors (PLCs), Human-
Machine Interface (HMI) software, system servers, operator interface devices, system diagnostic
tools, and historical data archiving and reporting. Supporting the operation of the SCADA
system will be power conditioning and security features to ensure system integrity.

One of the key items stemming from the Alternatives Analysis was the recommendation that
Wayne County pursue competitive proposals from two large, reputable SCADA vendors for
guaranteed pricing of hardware, software, support service and training for the next five years.
The primary impetus for this recommendation was information from the manufacturer of the
existing DWTF PLCs that the product line was scheduled to be discontinued within about five
years. Parts supplies and support typically increase significantly in cost and decrease in
availability when a product line is discontinued. This made the alternative of retention of the
existing PLCs not cost effective considering they would lose support and would need to be
replaced prior to the end of the planned system life.

The recommendation presented in the SCADA Alternatives Analysis Report that the construction
contract specification include a requirement that the Contractor procure all PLC and HMI
products and service from the lowest-priced vendor based on a preset “shopping list” of items
needed for the SCADA implementation has been withdrawn due to new information regarding
the market life of the existing PLCs. The specification will be written based on retention of the
existing PLCs and ancillary equipment to the greatest extent possible, while additional and
replacement PLCs will be of a newer compatible product line that will seamlessly integrate into
the SCADA system and network. Allen-Bradley PLCs are the most common and widely used,
and newer Allen-Bradley models integrate well on networks with older models. The HMI
software, support service and training, along with other items necessary for implementation of
this project, will be specified based on functions and features applicable to multiple vendors for
competitive bidding.

The following sections describe the basis of design and implementation approach for the various
aspects of the Project. An overriding design requirement throughout these sections is
standardization of products procured, installed, and developed under this project. This will apply
to not only the SCADA system software and hardware components, but also communications
devices, panel-mounted devices, documentation, instrumentation, operator interface screen
layouts, backup power units, and so on. An authorized operator familiar with the operation of
the process through the SCADA system in one area or facility should be able to readily access
control and monitoring of the process in another area or facility by way of familiar keyboard and
pointing device actions. Also, as a result of standardization, the cost of training, spare parts, and
maintenance will be minimized.
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4.2. Design Approach

4.2.1. Process Control Communications Network

The existing DWTF SCADA system panels are interconnected by a fiber-optic communications
network with 12-pair fiber-optic cables routed to many locations throughout the facility. Based
on review of the cable manufacturer’s information and discussion with WCDOE staff regarding
the service history of the cables and fibers, it is probable that the existing cable can be retained
and extended as needed to form the main backbone of the process data network for the new
SCADA system. There are several locations in the DWTF where new cable runs may be needed
to integrate control panels that are currently not tied to the SCADA system. During detailed
design, based on availability of duct banks and spare ducts, it will be determined whether fiber-
optic cable or wireless communications links will be designed to connect such sites.

The network design approach will be establishment of a network architecture that has a “star”
configuration with a redundant network core. This will provide highly reliable network paths,
leveraging the spare capacity of the existing cables to provide a second link between each
network node. A pair of unused fibers in each cable will be connected to a second network
switch at each node, providing continuity of communications in the event of failure of any single
component or fiber. All network segments will be consolidated at a hub, requiring the network
hub (core) switches to be high-performance devices capable of handling the expected ultimate
network data traffic. The network hub will be redundant (primary and secondary cores) to add
reliability and robustness to the network. Each network core will have a separate path to the
network switches at each node throughout the system using existing fiber-optic cables to the
greatest extent possible. Spare pairs of fiber strands within the same fiber cable will be used,
adding new fiber cable only when needed.

WCDOE will allocate space for both the primary and secondary network cores in the
Maintenance Building SCADA Work Area. External access to the network by authorized
WCDOE staff will be via a high-performance router that supports multiple and varied telecom
interfaces including dial-up, DSL, fiber, etc. This will accommodate future expansion of the
network to sites outside the DWTF. In addition, the router will support advanced authentication
and secure communication such as VPN. The figure below depicts the hub-and-spoke
configuration, with the hub devices (SCADA headend) being located at the Maintenance
Building in a new computer room to be constructed under this project and the spokes running to
the processor location at the field panels in the treatment process areas, lab, and offices.
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Network Configuration Concept

To mitigate any concern about the serviceability of the unused fibers that need to be utilized for
the redundant links, the construction contractor will be required to test each cable for signal
attenuation prior to establishing connections to the new equipment. A contingency allowance
will be established to fund replacement of any cables found to be unusable, although it is
anticipated that the probability of damaged cables is low. Also, the construction contract will
require installation of connectors on each spare fiber, as well as the connected fibers, to make
them readily usable in the event of damage to any fiber in the future. Each end of each fiber will
be labeled to facilitate swapping.

Network traffic will be managed with the use of Virtual Local Area Networks (VLANS) that
enable multiple virtual networks to share the same physical network infrastructure. Each virtual
network is a secure logical network that has its own properties and is managed separately across
the entire network infrastructure.

Human-Machine Interface (HMI, i.e., operator workstations) and PLCs will have higher network
priority than non-critical applications such as maintenance, data archiving, and administration.
The network will be configured to deliver priority traffic to the network core in preference over
lower-priority traffic. The network core switches will be enhanced Layer 3 switches to support
routing directly within the switch.

4.2.1.1. Network Cable Design

All system cabling will comply with the relevant EIA/TIA 568 Telecommunications Cabling
Standard. For the application of system cabling:

1. Fiber-optic cable will be used to interconnect Ethernet devices (switches and routers) if
the devices are more than 300 feet apart or the cable route requires the cable to exit a
building.
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2. Copper cable will be used to interconnect Ethernet devices if they are 300 feet apart or
less.

3. Copper cable will be used for all cabling from Ethernet Switches to work area outlets.

To support any future needs for higher bandwidth, all system cabling components will be
selected and installed to support Gigabit Ethernet (L000BASE).

The most commonly deployed unshielded twisted pair (UTP) copper cable types that support
Gigabit Ethernet are Category 5 Enhanced (CAT5e) and Category 6 (CAT6). CAT®6 has higher
transmission performance and available bandwidth of 200 MHz (CAT6). CATG6 cable will be
specified for all new non-fiber-optic Ethernet links.

4.2.1.2. Cable and Wire Shielding

To shield the network from electromagnetic interference (EMI)-induced noise, the Ethernet
devices and connections will be housed in grounded-steel, National Electrical Manufacturers
Association (NEMA) 4-rated enclosures. The horizontal copper Ethernet cables will be run
within grounded, rigid steel or EMT conduit from the enclosure to the Control Panel. Since
patch cables are the only exposed cables, they will be shielded twisted pair cables (CAT6). In
areas of the plant where rigid PVC conduit must be used instead of rigid steel or EMT conduit,
the horizontal runs will be shielded CAT6 from end-to-end.

4.2.1.3. Fiber-Optic Cable

There are two types of fiber-optic cable: multi-mode and single-mode. The existing fiber-optic
cables at the DWTF are multi-mode cable. The two most commonly used multi-mode fiber-
optic cables are 62.5 and 50 micron. Fifty-micron fiber has a higher modal bandwidth and less
attenuation than 62.5 and is slightly less expensive. The key advantages of 50-micron fiber are:
it utilizes the same low-cost MMF Laser/LEDs as 62.5-micron fiber, and it supports Gigabit
Ethernet over much greater distances. It is possible to achieve a 6562-foot transmission distance
for FASTEthernet (LOOBASE-FX) and 1804 feet for Gigabit Ethernet (1000 BASE) on 500
MHz-Km multi-mode fiber (62.5 or 50 micron). All fiber-optic cable runs in the DWTF are
significantly less than 6562 feet. Gigabit Ethernet on standard multi-mode fiber will be used
only between the network cores.

4.2.1.4. \Wireless Network

For this SCADA improvements project, areas in the DWTF where wireless access is necessary,
practical, and desired will be determined during the design phase. It is assumed that there will be
justification in some office areas, where there are several prospective SCADA users, as well as
between buildings without interconnecting duct banks and to facilitate portable remote access in
some process areas by maintenance staff calibrating instruments and working on equipment. It
is estimated that coverage can be achieved throughout most of the facility with eight wireless
802.11 a/b/g access points.

The convenience and possible high data rates provided by unlicensed wireless networking have
resulted in a proliferation of wireless solutions. Any implementation on this Project would be
compliant with one of the current industry standards (Institute of Electrical and Electronics
Engineers: IEEE 802.11, IEEE 802.11b, and IEEE 802.11a).
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Wireless manufacturers and standards committees have addressed the security threat posed by
the open nature of wireless transmission. The IEEE WILAN Committee ratified an enhanced
security standard for IEEE 802.11 networks (IEEE 802.11i). 802.11i utilizes advanced
encryption algorithms and authentication protocols to secure the network.  Wireless
manufacturers of non-802.11 compliant radios have also adopted these standards or their
equivalent. Any implementation on this project will require compliance with the security
guidelines.

4.2.2. Programmable Logic Controllers

4.2.2.1. Existing Programmable Logic Controllers (PLCs)

The existing DWTF system is based on the Allen-Bradley (made by Rockwell Automation)
family of PLCs, including versions of the SLC-500 and MicroLogix 1000 models, but primarily
of the PLC-5 product line. The PLC-5s are currently in good working condition but well into in
their normal life expectancy. Sufficient spare processors and 1/0 modules will be liberated from
existing panels and procured under this project to ensure their continued serviceability and
reliability.

The DWTF has PLC products manufactured by other than Allen-Bradley, but in far fewer
numbers. These PLCs, not connected to the DWTF SCADA system, are tied to the Industrial
Water booster system at the Preliminary/Primary Treatment and Solids Handling areas and the
Muffin Monster sludge grinders. These PLC products are manufactured by Klockner Moeller,
Omron, and Matsushita Electric. Integration of these PLCs into the SCADA system will
conform to the WCDOE organizational project goal to provide additional automation to obtain
optimal use of SCADA capabilities.

4.2.2.2. Retention of Existing PLCs

The Allen-Bradley PLC-5 product line currently in use in many locations throughout the DWTF
was believed to be a good foundation for expansion within the DWTF and upcoming Collection
System SCADA-related projects. Concerns that were raised during development of the
Alternatives Analysis by Rockwell’s local representative regarding future availability of the
PLC-5 processors and modules have been mitigated, and parts and support are expected to be
available throughout the planned SCADA system life. An assessment was made of the merits of
keeping the existing PLC-5s and procuring additional PLC-5s as needed, versus standardizing on
a different Allen-Bradley PLC family or a different PLC brand. Given the latest product
availability information from the PLC-5 manufacturer, the decision has been made to retain as
many of the existing PLCs as feasible.

Cost comparison of alternatives included pricing newer lines of PLC products manufactured by
Allen-Bradley and General Electric Fanuc as replacements for the existing the PLC-5s. These
two manufacturers were chosen because each has a significant presence and proven track record
in supplying PLCs to water/wastewater utilities and their proven technical support. Allen-
Bradley’s successor to the SLC, MicroLogix, and PLC-5 controllers is its ControlLogix
programmable controller family, while the Fanuc RX3i controller is the equivalent GE PLC
product.
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The cost analysis was based on the existing DWTF SCADA system and incorporation of
additional locations that are likely to be added to the new SCADA system. The final decisions
about which DWTF equipment and process systems are monitored and controlled by the new
SCADA system, as well as the ultimate database and 1/O sizing, will be identified during the
Design Phase of this project as control strategies and instrumentation needs are developed and
documented. Appendix C, the SCADA Alternatives Analysis Report, contains the cost and
technical analysis.

Estimates based on unit pricing obtained from the manufacturers indicate that the cost of
replacing the PLC-5s with new Allen-Bradley PLCs would be almost twice that of replacement
with GE PLCs. However, there has been no attempt to predict any potential discounts other than
those that may have already been rolled into the prices quoted by the manufacturers produced
outside a competitive environment. Either PLC manufacturer could offer discounts to Wayne
County as a competitive bid incentive.

A comparison of life cycle costs was made under the Alternatives Analysis portion of this
Project and is updated in the table below to reflect a lower predicted cost for maintenance and
support of the existing PLCs. The comparison indicates that it is advantageous to retain the
existing PLCs under this SCADA Improvements Project rather than incurring the higher initial
capital outlay for replacement of all PLCs.
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Life Cycle Cost Comparison Table: PLC Hardware

Option 1 - Replace Existing PLCs

Option 2 - Retain Existing PLCs

Service Calendar Procure/Install Service | Calendar Procure/Install
Yr. Yr. Cost Maintenance Ownership Yr. Yr. Cost Maintenance Ownership
1 2009 $ 550,000 | = - $ 550,000 1 2009 $0.00 $ 10,000 $ 10,000
2 2010 $ 11,000 $ 561,000 2 2010 $ 11,000 $ 21,000
3 2011 $ 15,000 $ 576,000 3 2011 $ 12,100 $ 33,100
4 2012 $ 25,000 $ 601,000 4 2012 $ 13,310 $ 46,410
5 2013 $ 35,000 $ 636,000 5 2013 $ 14,641 $ 61,051
6 2014 $ 40,000 $ 676,000 6 2014 $ 17,569 $ 78,620
7 2015 $ 50,000 $ 726,000 7 2015 $ 21,083 $ 99,703
8 2016 $ 55,000 $ 781,000 8 2016 $ 25,300 $ 125,003
9 2017 $ 60,000 $ 841,000 9 2017 $ 30,360 $ 155,362
10 2018 $ 65,000 $ 906,000 10 2018 $ 36,431 $ 191,794
11 2019 $ 70,000 $ 976,000 11 2019 $ 47,361 $ 239,155
12 2020 $ 75,000 $ 1,051,000 12 2020 $ 61,569 $ 300,724
13 2021 $ 80,000 $1,131,000 13 2021 $ 80,040 $ 380,764
14 2022 $ 85,000 $ 1,216,000 14 2022 $ 104,052 $ 484,816
15 2023 $ 90,000 $ 1,306,000 15 2023 $ 135,268 $ 620,084

Total cost after 15 years $ 1,306,000 $ 620,084

PLC Life Cycle Cost

ASSUMPTIONS

e Replace Yrl

Retain Existing PLCs ‘

$1,400,000
$1,200,000

e

P

$1,000,000
$800,000

Total Cost

$400,000 -
$200,000 +

$600,000 4 /

$-

Year

12 3 45 6 7 8 9 101112131415

Option 2 assumes A-B PLC-5 parts and maintenance costs will increase at 10% annually for first 5
years, 20% for years 6-10, and 30% for years 11-15.

Cost escalation in Option 2 assumes a higher failure rate over time for the existing PLC-5 units and
5% annual cost escalation by the manufacturer.

Maintenance savings in the initial 5 years of Option 2 result from spare parts added to inventory in
year one by salvage from abandoned DWTF control panels: skimmings handling, sludge
management, sludge conveyance, belt presses, secondary polymer, and sodium hydroxide; and
additional 1/O cards placed into inventory by reduction of 1/O in other control panels through the
removal of panel mounted devices (alarm annunciators, indicators, push buttons and switches)
liberating approximately 30% of all existing PLC-5 I/O modules.

Option 1 annual maintenance estimates are based on an initially higher failure rate of components
until product maturity is obtained. The higher early-year failure estimates are standard assumptions
and may not be realized.
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4.2.2.3. PLC Products and Procurement Recommendation

It is recommended that the existing PLCs be retained where practicable, and PLC products of the
latest offerings by Allen-Bradley be procured for locations where new PLCs are necessary.
Standardization on a single PLC manufacturer will allow Wayne County to leverage its existing
staff training that has established in-house PLC programming and maintenance capabilities.
Maintenance, programming, and other technical support services are also available from multiple
local firms due to the wide use of A-B PLCs in manufacturing and utilities through the area.

4.2.2.4. PLC System General Design Guidelines

4.2.24.1. Criteria for PLC Equipment Replacement

e Retain all existing Allen-Bradley PLC-5 product line equipment and other Allen-Bradley
PLCs as appropriate

e Replace all existing PLC equipment having significant technical or programming
deficiencies that would be more efficiently corrected with new PLC equipment

e Replace all existing non-Allen-Bradley PLC-5 systems that are no longer supported by
the manufacturer or by third-party vendors

e Eliminate any existing PLC systems that can be incorporated into a new PLC system
using remote 1/O

4.2.24.2. System and Processor Guidelines

e Replacement PLCs will be standardized and selected from the latest product lines from
Allen-Bradley

e PLC systems, including remote 1/O, will be tied into the new SCADA system via 10/100
Base T Ethernet links using CAT 6 cable

e Existing PLC products that are part of OEM pre-fabricated skid-mounted assemblies that
use PLC products other than Allen-Bradley will be integrated into the new SCADA
system on a case-by-case basis. Ethernet communication with non-standard (i.e., not
Allen-Bradley) PLC systems is preferred. However other industry-standard networking
links may be determined to be appropriate, on a case-by-case basis.

None of the existing PLCs are configured with redundant hot backup processors, and it is
anticipated that single processor systems will be adequate for the new PLC systems that replace
them.

42243 /O Guidelines

e The new PLC systems will be sized to provide 10% usable spare 1/O for future signals.

e Existing panel mounted annunciators, indicators and control (switches and pushbuttons)
devices that are wired to 1/O will generally not be wired to new 1/O. The functions
provided by these devices will be replaced by OITs.

e PLC discrete I/0O modules will have no more than 16 points per module, rated for 120
VAC.
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e Discrete outputs will be individually fused.
e PLC analog I/0 generally will be 4 — 20 ma signal type.

e Special 1/0 modules will be required on a case-by-case basis to suit the connected field
devices.

e Output modules will be selectable to fail in high, low, or hold-last-state-on-processor
failure.

e Assignment of 1/0 shall be such that no single 1/0 module failure results in failure or
disruption of a significant portion or entire unit process that the PLC system controls.
Also, 1/0 shall be grouped by signal level.

4.2.2.4.4. Installation Wiring and Electrical Power Guidelines

e PLC equipment will remain in the existing control panels unless the panel condition, or
operation considerations makes it impracticable.

e PLC I/O will be wired from the I/0O modules to the field terminal strips in each control
panel. Wire and cable will be copper, of the type, rating, and sizing needed for the
application. Wiring will be organized by type and routed through existing panel wiring
duct where feasible or new wiring duct.

e All PLC systems will be powered from 120 VAC, UPS-backed sources, fused as
appropriate to sectionalize control power distribution to processors, 1/0, and ancillary
devices.

4.2.3. Human-Machine Interface

The Human-Machine Interface (HMI) software is the window to the SCADA system for the
operators, engineers, technicians, and managers who will be using, programming, and
configuring the system. The HMI is the computer-based mechanism for providing a graphical
representation of monitored process data and controlled devices, and enabling user commands
for the process control to be executed. The HMI software provides, among other functions,
retrieval and presentation of archived process data, through secure access, for system users.
Currently, the WCDOE’s SCADA system is monitored using an HMI that is based on outdated
hardware and software products and, as configured, does not meet process monitoring, control,
and data management requirements.

4.2.3.1. HMI Procurement Approach

The HMI specifications will be based on the functions and features offered by one vendor (the
most widely used by water and wastewater utilities), but will be applicable to multiple vendors
for competitive bidding.

The HMI alternatives analysis considered the probable system architecture, communications
protocol, technical support, security, alarming, graphics, trending, scripting, redundancy, polling,
historical database, product documentation, and other features and functions. Four industry-
leading HMI software products were reviewed in the alternative analysis: Wonderware
InTouch®, Rockwell FactoryTalk®, Iconics Genesis32™, and General Electric iFIX™. The
alternatives analysis process incorporated Westin’s product knowledge and experience, along
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with a review of product literature and vendor demonstrations, and narrowed the field to three
vendors. The construction contract specifications will require the Contractor to obtain bids from
three industry leading HMI software vendors: Wonderware InTouch®, Rockwell FactoryTalk®,
and General Electric iFIX™.

4.2.3.2. HMI General Technical Requirements

The supplied HMI software and associated OITs, servers, and the historical data archiving
system will be required to have the following features and functions:

A commonly available operating system such as the Windows® XP product, and utilize
the security and communications/networking capabilities of the operating system

An alarm notification system. A typical alarm system consists of an alarm display, alarm
areas, alarm log files, alarm prioritization, and alarm paging utilizing an integrated or
third-party alarm dialer that will notify off-site WCDOE staff of emergency situations.

Data trending features for both historical trending and real time trending. The HMI
products allow for trends embedded in the HMI graphic and each trend may consist of
multiple pens (data points) on a configurable time scale plot.

A separate Historian server for gathering and archiving historical data. The historical
software must capture historical data for a selected group of tags and store the data in a
database. The product must support redundant historian servers and export of data to
Microsoft® Excel® and other program formats. The product must also allow for
connection to a third-party data database (e.g., Laboratory Information, Maintenance
Management, etc.) for data consolidation and reporting.

Built-in system security through multiple-level user groups and user authentication using
unique user names and passwords. The HMI product must support Windows security,
user groups with different system access rights, restrict process control access, track
system access by user with log in/out time, and after a period of inactivity will log-out the
current user.

Redundancy at the SCADA server level for automatic and seamless switching to a
backup server in the event of primary server failure. The HMI software must maintain
synchronized time and data on redundant servers.

Software tools for configuration of the SCADA application specific software. A
“wizard” generates a predefined script that is tied to a certain event. Custom scripting is
often used on HMI applications to provide features not available through the standard
wizards. Visual Basic® for Applications (VBA) must be available for script writing.

Logging of various user actions that take place within the SCADA system. These logs
are typically generated in a database or word processing document. The HMI software
must log events, e.g., alarm acknowledgements, setpoint changes, etc. by user 1D, value,
and event time.

Technical support. Technical support must be available via both phone and online
contact. GE and Rockwell Automation appear to offer the greatest level of local support
and training facilities among SCADA vendors.
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e Remote access that allows users to retrieve SCADA data from a location other than the
SCADA nodes physically connected to the SCADA network. HMI platforms typically
use Terminal Services or Internet Information Services (11S) to support remote access.
Terminal Services are preferred and recommended for remote access. Remote access is
through lower-cost “thin clients” that do not require special software. System security is
provided through user name and password log in; and access is available through several
remote device types, e.g., tablet personal computers (PCs), personal digital assistants
(PDAs), and laptop PCs. The HMI software sends encrypted data between the SCADA
servers, historian, terminal server, and all clients.

e Capability to interface with WCDOE’s stand-alone electrical monitoring system
e Support for import/export of comma-separated value (CSV) format files
e Change management software to track and control software version upgrades

e Capability for color-coding data or using symbols for data quality changes, e.g.,
communication fail, out of range, old data, point disabled, etc. This allows the user to
discern from looking at the HMI graphic display whether the data being displayed is good
quality, bad quality, or a communication loss has occurred.

e A tag database that contains all I/0O monitored and controlled by the SCADA system
software as well as the various I/O point parameters, i.e., type, address, name,
description, scan time scale, and units

e File management and system development performed on a single development computer
(engineering work station). System updates must be transmitted from the development
computer out to the other SCADA system components to ensure a single source of
system modifications for all files, including HMI graphic screens, databases, security
files, and configuration settings throughout the SCADA system.

e Licensing for all HMI software held by WCDOE, not a vendor, developer, or contractor.
The HMI products were evaluated on the list price for software licenses and one year of
technical support.

4.2.3.3. System Architecture Concept Supporting HMI
Implementation

Due to the complexity of the configuration and the multiple configuration options available for
each vendor, the price comparison provided in the Alternatives Analysis report was based on a
typical system configuration depicted in the figure below. The typical system configuration
consists of primary and backup SCADA servers, a terminal server with 10 concurrent (thin
client) user licenses, Web server with 5 concurrent user licenses, separate historian server,
change management software, 7 thick clients, and a single remote site SCADA node. The cost is
based on WCDOE’s ultimate system requirement of 10,000+ development tags and 5,000
historical tags.
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The HMI software and support services requirement was also based on WCDOE’s potential
ultimate system requirement of 10,000+ development tags and 5,000 historical tags.
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