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Sheriff warns of tax refund email scam 
♦ Fake IRS messages solicit personal info by claiming victims are owed cash 
 
Wayne County Sheriff Warren C. Evans is warning local residents about an online identity 
theft scam that uses bogus emails, designed to look like they have been sent by the IRS, to trick 
people into providing personal information.  Evans said his Internet Crime Unit has received 
several complaints from people who have received these “spoof” emails.  
 
Evans said that the bogus emails bear the logo of the IRS, or in some cases, the IRS’s tax return 
processing company, eFile, and inform the recipient that they are owed a tax refund.    
Contained in the email is a link to a fake IRS website, which prompts the victim to provide 
personal information that the scam artist can use to steal the person’s identity.  
 
“With a poor economy and this being the height of tax time, a lot of people could fall prey to 
this scam because the emails look legitimate and offer the promise of money to the targeted 
victim,” Evans said. “We want to help protect citizens from being swindled out of a lot more 
money than they are being offered as part of this scam.”  
 
Typically, a spoof email often starts out saying something along these lines: “After the last 
calculations of your fiscal activity we have determined you are eligible to receive a tax refund,” 
and then specifies an amount the recipient is supposedly due.  Evans said that it is important 
for people to know that the IRS does not notify people via an unsolicited email if they have a 
return due to them. 
 
“Typically, these are believable amounts, ranging from $50 or $60 up to several hundred 
dollars, to draw people into the scam,” Evans said.  “The insidious part of this con is that it 
doesn’t really play on a person’s greed. The victims are being led to believe that this is their 
hard earned money being returned to them.” 
 

#more# 
 
 
 



The email contains an embedded link to direct victims to a website, which appears to be an IRS 
website, but will have a web address that has nothing to do with the IRS or federal 
government, Evans said.   
 
The look-alike website offers the victim the opportunity to get their refund applied to his or her 
credit card and asks the individual to provide their account information and Social Security 
number. 
 
“With just that information, an identity thief can be off to the races and your life can be turned 
upside-down before you even know anything is wrong,” Evans said. 
 
Evans said that because the emails are likely being generated outside Michigan, and perhaps 
outside the United States, anyone receiving a suspect email should report it to the FBI’s 
Internet Crime Complaint Center at www.IC3.gov, which investigates such complaints. 
 
“We hope that by educating the public to this fraud, no one will fall victim to it,” Evans said. 
“But if they do, or even if they receive one of the bogus emails, they should make a complaint 
immediately through the FBI’s website, rather than a local agency.” 
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